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Avoco!Secure!are!the!first!software!vendor!in!the!world!to!extend!the!functional!uses!of!any!
Information!Card.!!!

Avoco!Secure!have!added!support!into!our!products!for!Information!cards!so!that!you!can!use!your!
Information!card!to:!

1. Sign!Web!forms!
2. Secure!documents!and!other!content!

Using!Avoco!Secure’s!technology!you!can!sign!web!forms!using!your!Information!card,!or!secure!data!
so!that!only!specified!Information!card!holders!can!access!it.!In!addition,!you!can!also!tie!these!
functions!to!a!specific!card!issuing!authority.!
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Information!cards!are!a!much!easier!technology!for!end!users!to!master!than!digital!certificates,!as!
the!process!is!online!and,!if!identity!centric,!as!Information!cards!are,!mutually!acceptable!to!both!
consumer!and!issuing!party.!!However,!digital!signatures!require!the!private!key!of!a!digital!
certificate!to!create!the!encrypted!hash!of!the!signed!content!and!provide!the!standard!PKCS#7!
format!signature.!!!

To!create!a!more!usable!signing!experience!for!end!users,!Avoco!Secure!have!a!!patent!pending!
technology!that!can!create!an!on"the"fly!and!transient!X509!digital!certificate!based!on!an!
Information!card.!This!allows!organisations!to!create!signing!portals!which!allow!their!customers!to!
use!Information!cards!instead!of!digital!certificates!to!digitally!sign!web!forms.!!

For!example,!an!organization!such!as!an!insurance!company,!could!create!a!web!portal!that!was!able!
to!issue!Information!cards!to!their!customers,!that!could!then!be!used!to!sign!web!forms!hosted!on!
the!same!portal.!The!solution!would!have!all!of!the!ingredients!for!a!secure,!yet!simple,!signing!
portal,!i.e.!simple!to!use!managed!identities,!standard!PKCS#7!signatures,!non"repudiation,!secure!
signing!device.!
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Using!Information!cards!to!associate!security!policies!directly!with!a!data!object,!is!a!powerful!way!to!
persistently!protect!information.!Using!Avooc!Secure’s!secure2trust!technology!as!a!relying!party,!
content!creators!(both!human!and!machine)!can!apply!access!and!usage!policies!to!the!content,!
without!any!change!to!its!format,!based!on!a!user!holding!a!specific!Information!card.!

Once!protected,!only!the!user!who!has!the!required!Information!card,!issued!by!a!specified!issuing!
party,!will!be!able!to!access!that!content.!In!addition,!the!accessing!card!can!have!usage!policies!and!
watermarks!associated!with!it,!allowing!the!accessing!party!to!be!able!to!work!with!the!content!
within!the!confines!of!the!policy.!!
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The!following!workflow,!shows!an!end!user!digitally!signing!a!web!form!using!an!Information!card.!
This!Information!card!was!issued!by!the!Higgins!Project!but!could!be!any!Information!card.!

, !
!

Customer!accesses!a!web!form!online!
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Customer!completes!web!form!
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After!completion!the!Customer!clicks!Sign!and!Submit!
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!
The!secure2signHTM!interface!opens,!prompting!the!customer!
to!sign!–!the!web!form!has!been!configured!to!sign!using!an!

Information!card!
!
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The!Information!card!selector!opens!allowing!the!customer!

to!choose!an!Information!card!
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!
Once!chosen,!the!customer!authenticates!the!card!against!the!

card!issuing!site!
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If!authentication!is!OK!the!customer!is!then!promoted!to!
save!a!copy!of!their!signature!which,!uniquely,!contains!a!
screen!capture!of!the!completed!form!for!their!records!and!

importantly!to!ensure!non"repudiation!
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The!customer!can!validate!the!signature!using!the!

secure2signHTM!validator!and!the!hosting!company!can!validate!
the!signature!by!a!number!of!different!methods!of!their!choice!
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The!customer!validation!procedure!will!allow!them!to!view!
a!copy!of!the!completed!form!
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And!also!view!the!certificate!created!during!the!signing!process!
!
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Protecting!a!document!
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!
Content!owner!creates!a!document!

!
!
On!first!saving,!the!secure2trust!protection!interface!opens.!
The!content!owner!selects!CardSpace!and!sets!adds!
Information!card!claims!to!determine!access!rights.!The!owner!
adds!the!provider!url!for!the!card!and!various!claims!
associated!with!an!individual/s!card/s.!They!then!set!a!
watermark!and!usage!restrictions.!

!

Receiving!a!protected!document!!

!
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!
On!attempting!to!access!the!protected!document!the!
Information!card!selector!runs,!allowing!the!user!to!
choose!an!information!card!

!
Once!chosen,!the!information!card!is!authenticated!by!the!
issuing!party!site!

!
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If!the!card!is!authenticated!OK,!the!protected!document!opens.!Here!the!document!has!been!
watermarked!and!in!addition,!a!security!policy!controlling!the!date!and!time!of!access!has!been!
applied.!
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