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Avoco!Securelarelthelfirst!softwarelvendorlinlthe!world!tolextend!the!functionalluses!oflany!
Information!Card.!!!

Avoco!Secure'haveladded!supportlintolour!products!for!information!cards!solthatlyoulcan!uselyour!
Information!card'to:!

1. Sign'Web!forms!
2. Secureldocuments!andlother!content!

Using!Avoco!Secure’s!technology!youlcan!signlweb!formslusinglyour!linformation!card,lor!secure!datal!
solthatlonly!specified!Information!card!holders!canlaccesslit.!Inladdition,lyoulcanlalsoltielthese!
functions!tolalspecificlcardlissuinglauthority.!
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Information!cardslarelalmuchleasierltechnology!forlend!users!to!master!than!digital!certificates,!as!
thelprocesslislonlineland,liflidentitylcentric,'as!linformationlcards!are,!mutuallylacceptable'to!both!
consumerlandlissuing!party.!'However,!digital!signatures!require!the!lprivatelkeylof!aldigital!
certificate!to!createlthelencrypted!hashloflthelsigned!contentland!provide!thelstandard!PKCS#7!
format!signature.!!!

Tolcreatelalmorelusablelsigninglexperiencelforlend!users,!Avoco!Securelhavela!lpatent!pending!
technology!that!can!createlanlon"the"flyland!transient!X509!digitallcertificate!based!on!an!
Information!card.!Thislallowslorganisations!to!create!signing!portalslwhichlallow!theirlcustomers!to!
usellnformation!cardslinstead!ofldigitallcertificates!to!digitally!sign!web!forms.!!

Forlexample,lanlorganization!suchlaslanlinsurance!lcompany,!could!createlalweb!portal'that!was!able!
tolissuellnformation!cards!to!theirlcustomers,!that!could!then!belused!to!sign!'web!forms!hosted!on!
thelsamel!portal.!Thelsolution!would!havelalllof!thelingredients!forlalsecure, lyet!simple,signing!
portal,li.e.Isimpleltoluse!managedlidentities,!standard!PKCS#7!signatures,!non"repudiation,!secure!
signing!device.!
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Usinglinformation!cards!tolassociate!security!policies!directly!lwith!aldatalobject, lislalpowerfullway!to!
persistently!protectlinformation.!Using!Avooc!Secure’s!secure2trust!technology'aslalrelying!party,!
contentlcreators!(both!humanl!and!machine)!canlapply!accessland!usage!policies!to!thelcontent,!
withoutlany!change!tolits/format,!based!on!aluser!holding!alspecificlinformation!card.!

Oncelprotected,lonly!theluser'who'has!thelrequired!Information!card,lissued!by!alspecifiedlissuing!
party,!willlbelableltolaccesslthat!content.!Inladdition,thelaccessing!card!can!havelusage!policiesland!
watermarkslassociated!withlit,!allowing!thelaccessing!party!tolbelable!to!work!with!thelcontent!
within!the!confines!oflthe!policy.!!
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Thelfollowing!lworkflow,!showslanlend!user!digitally!signing!alweb!formlusinglan!information!card.!
This!liInformationlcard!waslissued!by!the!Higgins!Project!but!could!belany!informationlcard.!
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AAA Insurance Services Digital Account Management Customer Activatior
Form
Please complete this form to activate your AAA account
1. Legal name of Customer
2. Business Address
Streat
aty
Country
Dane /' Trusted sites | Protected Mode: Off Kok -

Customerlaccesses!alweb!form!online!

By signing this Customer Activation Form, the Customer acknowledges the receipt and acceptance of AAA's General
Account Conditions and the terms of any Local Conditions for the countries specified. (Please note that some Local
Conditions may also have to be signed separately.) The Customer requests AAA to open in its name the Account(s) to be
specified in Section 8 of this form or in any other manner acceptable to AAA.

Sign and submit

[ Reset

!
!
Afterlcompletion!the!Customerl!clicks!Signland!Submit!

I - WE02 Masaged Card

|
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Thellnformation!card!selector!opens!allowing!thelcustomer!

tolchooselan!Information!card!
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AAA Insurance Services Digital Account Management Customer Activation
Form

Please complete this form to activate your AAA account

1. Legal name of Customer  john smoth

2. Business Address

Street 8acacia ave
Gity london
Country uk
Done. ' Trusted sites | Protected Mode: OFf R100% ~

Customer!completes!web!form!

Digital Signing. ==

‘as Di Additional information will be incuded in this signature tior

Click Sign to digitally sign and confirm that the details you entered are correct,

otherwise dick Cancel,

Copyright € 2008 Avoco Secure Ltd, Version 1.0,0.5
vate youl |Licensed to: Avoco Secure Ltd

hn smoth

The!secureZSignHTM!interface!opens,!prompting!the!cu.stomer!
tolsign!-!thelweb!form!has!been!configured'tolsignlusinglan!

Informationl!card!
I

[ Windews CardSpace =1/io]

[ Windows Cardspace =

Usermame:

Pa

sosnne

username and password

Add

 ——| Concel |

Send

Oncelchosen,!thelcustomerlauthenticates!thelcard!against!the!

cardlissuinglsite!
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& Bank Digital Account Management - Windows Internet Explorer
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Save as type: [Signature files (".p7m) 2

2. Business Address

Street & acacia ave

!

!
Iflauthenticationlis!OK!thelcustomerlislthenlpromoted!'to!
savelalcopylofltheirlsignature!which,!uniquely,!contains!a!

screenlcaptureloflthelcompleted!form!forltheirlrecords!and!
importantly!tolensurelnonrepudiation!

& Oher information included in signature ==
Browser Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCCL; .NET CLR 2.0.50727; .NET CLR 3.0.04506; Infol +
URL p: . secur nly.htm
Display 921,1568,32 =
Agreement i
Signer Version 1.0.0.5
Certificate Certficate generated from CardSpace credentials
B i

1. Legal name of Customer  john smoth

2. Business Address

Street 8 acacia ave

City london

Country uk

Zip/Postal Code

« 0

Thelcustomerlvalidation!procedure!willlallow!them!tolview!
alcopyloflthelcompleted!form!

3 # secureZsignHTM Validator: myform.p7m ==

FEE, Ve

| Status Signature is valid, Certficate generated from CardSpace credentials
Signed by susan marrow
Signedon (time stamp)  23/03/2009 12:05:48 GMT, 23/03/2009 12:05:43 local time
! Certificate issuer Avoco Secure Sign
Certificate revocation RL
| Time stamp provider Certum Time-Stamping Authority
! Information that was signed:
<john smoth:> B
| <8 acada ave>
. <london>
<uk>
| <>
<>
<>
| <>
<>
<>
| <>
- <>
| ‘ »
: 4|

Thelcustomerlcanlvalidate!thelsignaturelusing!the!
secure2signHTMlvalidator!and!the!hosting!company!can!validate!
thelsignature!by!alnumberlof!different!methods!of!their!choice!

!

!

!

s

Certificates in signature @

Issued to Issued by Type Status

susan morrow | Avoco Secure Sign | Generated | https://iggins.ecipse. org/TokenService servicesTrust

Andlalsolview!thelcertificatelcreated!during!thelsigning!process!
|




6%)(0$>#0(6#5%$)(0*%7 B,#,

Protecting'a'document!
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= |Adding Value to Banking Processes

& #voca Secure give the banking world the toals to make digita Identity work. Paper based processes
B that normally take many days to complete, can be digtised and streamlined reducing the time to

& completion fram days down to hours.

: Avora's tschnology en: canbe , by sdding
g the processing slatforms.

i Avoco's Missing Links: Secure Document Signing

) provide that have besn o
> allow documants within that pracess to be secured and | or digitalysigned. Avoco Sacure, utiise

= high assurance digital cartficates, usingthas centificates to contral sccess to, and use of, spacified
B documants; as wall a5 content of the documant.

H In this way Avoco can link identity to 2 business process and thustie togather; identity, cortrol,

: digitd sizning and decument distribution and workfiow.

= When built into a document portal linked to 2 workfiow, these components can be used ta develop 2
; secure, signing document process system

: Aveco Secure: Document Access Control and Use Restrictions

3 #voca Secure have developed 2 unique solution tothe contral of documents (secure2trust). This

H control c2n be linked dirsctly to 2n individuzi's digta| cartificste. Once protected and encrypted,

Receiving'a'protected!document!!

58] Adaing Value to Banking Processes.doc - Microsoft Word
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Onffirstlsaving,!thelsecure2trust!protectionlinterfacelopens.!
Thelcontent!lownerlselects!CardSpaceland!setsladds!
Information!card!claims!toldeterminelaccess!rights.'Thelowner!
addsl!the!providerlurl!forlthe!card!and!various!claims!
associated!withlanlindividual/slcard/s.IThey!thenlset!a!
watermarklandlusagelrestrictions.!

Windows CardSpace fen-GB)o

@) Choose acard to send bo: www.secure Zcardspace cor

To see or edit cand clta before you serd 1, seect 3 card, and then cick Prevew, To creste a new cad,
ek ckla card

Cards you've sent to this site:

Heby
Leam meve abaut this

Onlattempting!tolaccess!the!protected!document!the!
Information!card!selector!runs,lallowing!theluser!to!

chooselanlinformation!card!
]

E Windows CardSpace (en-GB)o
@ 15 Windows Cardspace
& L E
Toseedr 8 Enfer your password
click Add a ¥ p
higgins eclinse.org requires user name and password to walidate this request. Enter the information
Cards yi
_— Username:
AV = Higgins el
S5 Managed
W Card Paszword: —
Avoco susan momov .. Enter your usemame and password
Your ot|
stepma
|

Once!chosen,!the!information!card!is!authenticatediby!the!
issuinglparty!site!




Ifithe!cardlislauthenticated!OK,the!protected!documentlopens.!Herelthe!ldocument!has!been!
watermarked!andlinladdition,!alsecurity!policy!controlling!the!dateland!timeloflaccess!has!been!
applied.!

Adding Value to Banking Processes.docx - Microsoft Word
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Adding Value to Banking Processes

Avoco Secure give the banking worldthe tools to make digitalidentity work. Paper based processes
that normally take many daysto complete, can be digitised and strezmlined reduding thetime to
completion from days down to hours.

Avoco's gresn-swars technology ensuresthat document processes can be truly digitised, by =dding
the missing pieces of digital document pracsssing to =lectronic platforms.

Avoco's Missing Links: Secure Document Signing

Awvoco Secure provide spplications that have been buil to seamlessly fit into 3 document process, to
zllow documentswithin that processto be secured and [ or digitzlly signed. Avoco Secure, utilise
high assurance digital certificates, using these certificates to control accessto, and use of, specified
documents; 3swell 25 using that same identity tokento digitslly sign the content of the document.
In this way Avoco can link identity to 2 business process and thus tie together; identity, contral,
digital signing and document distribution and workflow.

When built into adocument portal linked to a workflow, these components can be used to developa
secure, signing document process system.

Avoco Secure: Document Access Control and Use Restrictions

Awvoco Secure have developed 2 unique solution to the control of documents [secure2trust). This
control can be linked directly toan individual's digital certificste. Once protected and encrypted,
sccessto 2 document will only be zllowed to holders of pre-specified certificates. Once access has
been gained, each certificate holder will have restrictions on how they can use the content ofthe
document: The restrictions being also linked to the individual certificate holderso that each
individual, may use the documentin different ways, for example, certificate holder X may be allowed
to make changesto the document, whilst certificate holder Y would find the document isread only.

Controlling access to documents in this manner ensures that sensitive informationis always
controlled, no matter how it isaccessed, ifitis removed from its original location, sent by email, etc.
In addition, secure2trust zllows the suditing of the access and use of protected documents so that
logs of document usage can be compiled. These features are 2 vital part of complying with global
privacy and data protection acts such as the Privacy Amendment Bill 2007.

Avoco Secure: Digital Signatures

fwoce Secure offer asigning devica [securaZsign) that is able to use high assurance (including two-
factor)digital cartificates to sign the content of 2 documant. Signing content, 2s opposad
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